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To ensure that the Army will be ready and can win in the future, we 
must also modernize…But to get to the Army we need in the future re-
quires transformational change, not incremental improvements.

—GEN James C. McConville

This article assumes the successful implementation of the 
ideas in the Army’s operating concept, TRADOC Pamphlet 
525-3-1, The U.S. Army in Multi-Domain Operations 2028, 
and anticipates technologically advanced near-peer adver-
sarial countermeasures to those actions.1 It will imagine 
the future, provoke thought, and describe how Army in-
telligence could support warfare beyond 2038. This article 
describes the current multi-domain operations (MDO) gap 
and the solutions Army intelligence is pursuing to close the 
gap. It then focuses on MDO implementation and analyzes 
potential modernization measures to remain relevant in 
the face of an evolving threat. Lastly, it describes a poten-
tial vision for Army intelligence, providing ideas for the fu-
ture based on concepts, an assessment of intelligence core 
competencies, and potential solutions informed through 
experimentation using research and development and sci-
ence and technology.

MDO-Capable Army Intelligence, 2020–2028: 
Near-Term Strategy

The U.S. Army Combined Arms Center completed a 2018–
2019 study of large-scale combat operations, which identi-
fied the lack of echelons above brigade multi-domain deep 
sensing; analysis; and processing, exploitation, and dissem-
ination (PED) capabilities to support long-range precision 
fires as gap 1 of 17 critical gaps. The nature of the emerg-
ing threat coupled with emerging technologies capable of 
delivering lethal and nonlethal fires at much greater ranges 
drives the requirement for sensors that can see at much 
greater ranges without latency. Army intelligence force 
modernization must help to close this critical gap.

Current organizational changes were designed to ensure 
military intelligence (MI) forces have the capabilities and 
capacity required at echelon to support MDO during large-
scale combat operations against a near-peer competitor. 
The multi-domain task force contains a multi-domain MI 
company to support priority intelligence requirements and 
targeting with advanced capabilities to identify, locate, and 
track threat antiaccess and area denial capabilities across 
all domains at extended ranges. The Army redesigned the 
MI brigade-theater to increase capacity, doubling the watch 
section and all-source analysis teams and creating a new 
open-source intelligence cell. The expeditionary-MI brigade 
will provide multi-domain deep sensing, analysis, and PED 
for each division and corps rather than optimize for brigade 
combat team reinforcement. The Army also restructured 
the Army National Guard and Army Reserve expeditionary-
MI brigades to better support echelons division and above. 
Finally, the brigade combat team MI company adds an 
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electronic warfare platoon, divides the multifunction teams 
into separate human intelligence and signals intelligence 
collection teams, and removes the company intelligence 
support teams: the counterinsurgency construct was not 
suitable for supporting large-scale combat operations.

Modernization priorities for Army intelligence materiel 
support MDO and long-range precision fires against a near-
peer competitor through four major programs:

 Ê Tactical Intelligence Targeting Access Node (TITAN) pro-
vides a scalable and expeditionary intelligence ground 
station that supports commanders. TITAN does this by 
leveraging space and high altitude, aerial, and terres-
trial layer sensors to provide targeting data directly to 
fires information systems as well as multi-discipline in-
telligence support to targeting and situational under-
standing in support of command and control. 

 Ê Multi-Domain Sensing System (MDSS) will provide 
commanders with an agile, interoperable, and self-
healing network of highly relevant and integrated sen-
sors from low altitude to space. The MDSS will offer 
extended endurance over wide areas and denied air-
space providing precision target location using multiple 
sensors in fluid environments.

 Ê Terrestrial Layer System modernizes the terrestrial 
layer through a globally deployable intelligence, sur-
veillance, and reconnaissance system containing signals 
intelligence, electronic warfare, and cyberspace opera-
tions capabilities.

 Ê Distributed Common Ground System-Army will transi-
tion to applications on the command post computing 
environment after it upgrades capabilities from battal-
ion through theater in the near term to improve data 
analytics.

MDO-Ready Army Intelligence, 2028–2035: Mid-
Term Strategy

Operational environment assessments anticipate ex-
panded effects of globalization in addition to competition 
with near-peer threats. It is a multipolar world, compli-
cated with super-empowered individuals and non-state ac-
tors, hybrid capabilities, feral megacities with populations 
exceeding ten million, and hostilities below the threshold 
of war. Foreign adversaries conduct cyber espionage and 
technical operations against U.S. civil and military interests 
around the globe, and they continue to develop new and 
more effective capabilities in these areas. Readily available 
and advanced cyber and technical surveillance tools offer 
threat actors a relatively low-cost, efficient, deniable, and 
high-yield means of accomplishing their goals. The devel-

opment of next-generation technologies, such as fifth-
generation cellular communications technology, artificial 
intelligence, and quantum computing, present new oppor-
tunities for foreign entities to collect intelligence and con-
duct cyberspace operations against the United States and 
its allies.

Near-peer military threats will develop and proliferate 
capabilities to counter the U.S. MDO strategy and to con-
test sanctuary. They will field a myriad of capabilities and 
manpower: armed drone swarms, long-range missiles and 
rockets with advanced munitions, autonomous unmanned 
vehicles, soldiers powered by exoskeleton technologies, 
special forces commando teams (possibly posing as refu-
gees from sleeper cells that activate to disrupt domestic 
harmony), increased air and land mobility, and electronic 
warfare capabilities to jam satellites and digital and voice 
communications. Near-peer competitors will be on the 
verge of militarizing artificial intelligence, machine learn-
ing, block-chain, cloud-independent edge computing, and 
quantum computing capabilities. Combined together and 
synchronized during large-scale combat operations, these 
modernized capabilities form a potent counter to the U.S. 
Army’s MDO strategy.

The Army and Department of Defense (DoD) must adjust 
if they are going to retain the military advantage. Similarly, 
the U.S. Government cannot sit idly by while DoD does all 
the heavy lifting. The evolution of MDO involves a compre-
hensive whole-of-government, allies, and private-sector 
partner approach. Realizing that foreign governments are 
threatening key and vital national interests short of war, 
the U.S. Government must synchronize a whole-of-govern-
ment approach. The Director of National Intelligence must 
expand critical infrastructure information exchanges with 
federal departments and agencies; state, local, tribal, and 
territorial governments; private-sector partners; and allies. 
New analytic tools will improve threat warning and enable 
offensive and defensive operations. The U.S. Government 
must enhance capabilities to share best practices with part-
ners—in the areas of threat, incident, vulnerability, risk 
data, and security.

Army intelligence must still provide timely, accurate intel-
ligence support to inform commanders’ decision making, 
leaving intact Army intelligence’s core competencies: intel-
ligence operations (collection), intelligence analysis, intel-
ligence PED, and intelligence synchronization. It is certain 
that the Army MI Branch will not own all the friendly sen-
sors on the battlefield—it does not today. All collection, 
including cyberspace, will seamlessly integrate into the over-
all information collection process. Open-source intelligence 
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and initiatives such as Every Receiver a Sensor and Artillery 
Delivered Intelligence, Surveillance, and Reconnaissance, 
using common data standards, will add to the “ocean of 
data” available to intelligence analysts. MI will continue to 
provide commanders with predictive intelligence based on 
modeling and simulation tools to get inside the enemy’s de-
cision cycle and make better friendly decisions. Analysis is 
an art and a science assisted by artificial intelligence and 
machine learning and driven by automation, robotics, and 
emergent technologies. PED, distributed and accessible, 
will evolve from a push construct to one of pulling. By 2028, 
Army intelligence will field automated tools to develop, in-

tegrate, and synchronize the collection plan, track sensor 
locations and status in real time, visualize available systems 
and gaps, and tip and cue appropriate sensors. Rapid tech-
nology advances will radically change how Army intelligence 
gets inside the enemy’s decision-making cycle to provide 
friendly forces windows of superiority.

How the Army fights will change as the U.S. Government 
embraces a whole-of-government approach to synchro-
nize capabilities across all domains, the electromagnetic 
spectrum, and the information environment. The lines be-
tween the Services and other branches of government will 
begin to blur as these organizations work closer together.  

 Operationalizing Multi-Domain Intelligence to Support Multi-Domain Operations
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The ubiquitous nature of data, storage capacity, and acces-
sibility will necessitate new rules and regulations governing 
who can access and share certain types of data and for what 
purposes. As doctrine evolves, Army intelligence will con-
tinue to tailor support to every echelon based on the sup-
ported unit’s tasks and missions.

Army intelligence will develop materiel solutions that are 
scalable and tailorable to each echelon. A modular open 
system architecture will allow rapid technology insertion, 
especially in sensor design and fielding. Joint common 
data standards will normalize data and facilitate seamless 
integrated data sharing between sensors, shooters, and 
command and control nodes. Miniaturization will enable 
onboard sensor preprocessing and secure transmission. 
Artificial intelligence will speed analysis and support the 
military decision-making process, intelligence preparation 
of the battlefield, and collection management. Machine 
learning and natural language processing will enhance pre-
dictive analysis, deep data analytics, data sharing, and auto-
mated solution development. National functional managers 
such as the National Security Agency or National Geospatial-
Intelligence Agency will have an increased role to improve 
the materiel development process, creat-
ing a next generation of sensors across all 
observable spectrums and in cyberspace.

Talent management must keep pace 
with innovation. Through early and often 
assessment of technical and leadership 
skills, the Army can implement several 
initiatives. Separate leadership and tech-
nical tracks will align the appropriate 
Soldier with assigned duties. Training will 
support new career fields such as data 
scientists, decision analysts, data man-
agers, and ethical hackers. While initial 
entry Soldiers will still attend basic and 
advanced individual training in their re-
spective branch training centers, virtual 
and online classrooms will provide pro-
fessional military education after initial 
assignments. A step-increase program 
will help recruit and retain highly skilled 
and trained Soldiers, while regimental as-
signments will ensure regional continuity 
and develop cultural expertise. All-source 
analysts should transition to “decision an-
alysts,” mechanical translators will assist 
linguists, and contractors will add techni-
cal know-how. The Army should create a 

career field for cyberspace counterintelligence to enhance 
technical security, assess friendly vulnerabilities, defend 
against hybrid attack methods, and detect insider threats. 
Human-machine interface and virtual reality will enhance 
human performance but may bring with them unforeseen 
mental and physical issues.

Beyond MDO-Ready Army Intelligence, 2038 and 
Beyond: Far-Term Strategy

The operational environment of 2038 will be significantly 
different from the early 2030s as adversaries aggressively 
challenge U.S. overmatch. Nation states will likely form new 
alliances for survival, super-empowered individuals will 
threaten stability and international norms, and lines be-
tween government and business will become blurred. The 
threat is not constrained; it lives in a digital world without 
boundaries. The U.S. Government needs to be mentally and 
technically prepared to address these threats. Large-scale 
combat operations against a near-peer competitor remains 
the worst case scenario for the U.S. military, and nuclear 
proliferation is still a menace. Highly advanced adversar-
ies will continue to develop methods to transcend U.S. 
strengths in traditional fire and maneuver capabilities across 
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domains while disrupting access to space, the electromag-
netic spectrum, and most significantly the cyberspace 
domain, all across a vastly extended area of operations. 
Adversaries will also use multi-domain economic and infor-
mation warfare throughout the operational continuum to 
gain advantage, achieve decisive effects, shape domestic 
and international sentiment, and influence decision makers.

In response, DoD agencies, military services, academia, 
and the industrial complex must cooperate at an unprece-
dented level on research and development and science and 
technology innovation: militarization of new technology 
must occur faster than ever before. Today’s acquisition pro-
cess will be obsolete to support the demands of increased 
lethality of weapon systems, sensor proliferation and ac-
curacy, processing speed, ubiquity of data, miniaturization, 
and other advances. Army intelligence is a high-tech con-
sumer and is not immune to this trend. While efforts made 
in the 2020-to-2028 timeframe made great strides in closing 
the deep sensing and data processing gap, the Army must 
continue to look for ways to achieve overmatch against the 

threat. Army Futures Command must continue to experi-
ment with concepts designed to address the future oper-
ational environment, leverage advanced technology, and 
inform force structure and materiel development.

How the Army fights beyond 2038 will evolve in every do-
main and the electromagnetic spectrum and will include 
economic, knowledge, and temporal considerations while 
the diplomatic aspect will remain outside of DoD’s purview 
for integration. Information in all its forms becomes a com-
modity for producing knowledge. The future of the intelli-
gence warfighting function becomes knowledge dominance.

Information operations for an effect remains a separate 
function from the collection and processing of informa-
tion to generate knowledge. Knowledge dominance takes 
situational awareness to the next level as all things poten-
tially become knowable. Priority intelligence requirements 
are coordinated with stakeholders the same as they were 
in the past. Knowledge dominance becomes a core compe-
tency of Army intelligence. Knowledge dominance is achiev-
able through transforming intelligence organizations and 

Alternative Analysis
This article’s author and contributors artificially constrained themselves to what Army MI can control.  Upon further examination 
and deliberation with senior leaders, there is likely a more effective way to implement knowledge dominance (KD) in the future.  
During open dialogue about the potentially revolutionary effects of technology insertion resulting in KD, it became evident that 
KD has broader implications across the Army and that there are ramifications for stakeholders well beyond MI.  KD is potentially 
much more than simply a core competency for MI.  ADP 6-0, Mission Command: Command and Control of Army Forces, says, 
“Knowledge management is supported by four tasks that bring an organization closer to situational and shared understanding. The 
four knowledge management tasks are creating knowledge, organizing knowledge, applying knowledge, and transferring knowl-
edge.”3 The suggested alternative solution for the Army is to replace the Army Universal Task “Conduct Knowledge Management 
and Information Management” with “Conduct Knowledge Dominance.”  By using technology to expand the scope of knowledge 
and information management, KD could become the qualitative and quantitative mechanism by which the Army provides support 
to situational understanding for our commanders.  We hope this article and alternative analysis will spark the imagination of capa-
bility developers across the Army and generate intellectual dialogue that will drive innovation.
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structure with Global 
Information Grid server 
farms, high-tech data sci-
entists, and skilled ethi-
cal hackers working in a 
federated and distributed 
enterprise approach, cen-
tralized at echelons corps 
and above and tailored 
to meet command and 
control requirements. 
These high-cost, high-de-
mand, low-density ca-
pabilities will downward 
reinforce division and bri-
gade formations. Army in-
telligence organizations at 
divisions and brigades be-
come smaller and are more 
capable because of technological enhancements. The abil-
ity to collect all available information and potentially “know 
all things” could create the opportunity to use data for illicit 
purposes, requiring a revision of intelligence oversight regu-
lations. Policy changes may also address additional ethical 
considerations, including neural implants that enable direct 
human interaction with machines, and thoughts with other 
humans, and implications of autonomous machine warfare. 
In this era, time and knowledge become the critical fac-
tors because information and data are widely and openly 
available. A commander’s ability to make the right decision 
faster than his opponent is the key to success.

Technology will leap ahead by 2038. Artificial intelligence, 
machine learning, and quantum computing will greatly ac-
celerate capabilities for research and development and sci-
ence and technology. DoD and Army acquisition processes 
will become more streamlined as industry becomes more 
closely aligned with DoD. A genuine modular open system 
architecture design will allow rapid technology insertion. 
Supported by these technologies, the global sensor grid 
will render range less relevant and crypto less secure. No 
information will be “off limits,” and PED becomes nearly in-
stantaneous. Next-generation technologies will augment 
analysis and predict indicators of adversarial intent. The tac-
tical cloud will become a virtual Global Information Grid fed 
by, and accessible from, anywhere in the world using self-
healing networks. Nanotechnology will help scale and tailor 
capabilities to each echelon. Every piece of equipment and 
every Soldier has an organic, automated, multimodal sensor 
pod linked to the Global Information Grid and managed by 

artificial intelligence. Biotechnology, neural implants, and 
personal avatars improve Soldier capabilities and capacities. 
Augmented and virtual combined environments with four-
dimensional displays enhance visualization. Together these 
capabilities have the potential to revolutionize command-
ers’ situational understanding by creating an environment 
where it is possible to collect and know everything.

Soldiers continue to provide the advantage over near-peer 
adversaries. Future intelligence Soldiers are curious, men-
tally agile, ethical, adaptive, passionate, and predictive. 
Well trained and continuously educated, they understand 
culture, technology, and context and can calmly commu-
nicate their contributions to both human and machine. 
Previous initiatives such as regimental assignments, area 
specialists, separate leadership and technical tracks, a step-
increase program, and linguist management will become 
routine talent management practices. New training in eco-
nomics and temporal analysis will supplement increased 
technical training, all in a virtual environment. Augmented 
reality, virtual avatar personal assistant, and biotechnology 
provide opportunities for analysts to collaborate and learn. 
Infrastructure will reduce as a combination of remote work-
ers/locations, virtual training and interaction, distributed 
offices, and robotic capabilities. Leaders will adapt to these 
changes and the increased operational tempo. Contractor 
experts will augment uniformed personnel at corps and 
echelon above corps levels.

Conclusion
If technology trends continue to change at an exponen-

tial rate, the U.S. military can ill afford complacent thinking  
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The Army’s modernization approach requires updating its doctrine, organizational designs, and training to conduct operations as 
a multi-domain force.
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about the future. Army intelligence modernization must 
not overlook less conspicuous low-tech threats from 
third-world adversaries. Optimizing to fight future threats 
requires an adaptive intelligence force capable of supporting 
competition short of war and maneuver and fires during 
large-scale combat operations, in all domains with increased 
speed, accuracy, and lethality throughout the depth of the 
extended battlefield. As the Army continues adapting to the 
current and future operational environment, developing a 
capable intelligence force that exceeds the challenging de-
mands of commanders’ expectations is critical. Highly capa-
ble Army intelligence organizations are essential to success 
now and in the future. The Army must not only continue its 
pursuit of materiel solutions to support MDO and beyond, 
but it must also recruit and retain highly skilled Soldiers. It 
must also build the right force structure to collect, process, 
and disseminate relevant, timely, predictive intelligence in 

all domains from theater to tactical levels in support of the 
joint force.
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