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Introduction
U.S. Army identity intelligence (I2) is a capability to iden-
tify foreign persons of military interest. It distinguishes in-
dividuals from each other; discovers new threats and links 
them to other people, places, and things; and characterizes 
individuals, entities, groups, networks, and populations of 
interest. I2 fuses data and information with behavioral, rep-
utational, biometrics, forensics, and other associated iden-
tity signatures in order to identify military threat persons of 
interest. The Army’s I2 capability has evolved beyond the 
counterterrorism and counterinsurgency operational envi-
ronment (OE) into an “all-threats” enduring requirement. In 
today’s era of multi-domain operations (MDO), I2 provides 
the Army with an unprecedented insight into potential and 
existing threats and their plans, intentions, and networks. I2 
also supports the force on the battlefield. The Army main-
tains and sustains its I2 capability at echelons above corps, 
through Headquarters, Department of the Army, G-2, and 
the U.S. Army Intelligence and Security Command, primarily 
at the National Ground Intelligence Center.

Capabilities of Identity Intelligence
I2 identifies and monitors foreign threat-based persons, 

groups, and networks of military interest and their support-
ing relationships that are critical to the success of weap-
ons, plans, strategy, and operations; it also identifies and 
monitors their development, proliferation, and deploy-
ment. I2 provides the foundational intelligence that enables 
the development of a common operational picture (COP) 
of the OE human layer, determining friend or foe. This in-
cludes the ability to maintain situational awareness of con-
nections and changes of key persons of interest of great 
power competitors, rogue states, violent extremist organi-
zations, and transnational criminal organizations, as well as 
their proxies, associates, and allies. I2 also identifies indi-
viduals and populations that are either vulnerable to malign 
influence or receptive to building partner-nation capacity. 

Imperative to the success of I2 in the conflict phase is con-
ducting I2 operations “left of conflict” (i.e., early in an 
engagement) by establishing foundational capabilities, in-
cluding driving collections, and conducting engagements 
that leverage foreign-partner and U.S. interagency rela-
tionships. This includes forensic, intelligence, and biomet-
ric partnerships, practiced in joint-combined exercises and 
executed in cooperative operations, thereby building part-
ner-nation capacity and enriching foundational intelligence. 
Some means include—

 Ê Developing the environment to establish foreign part-
ner information and intelligence sharing and leveraging 
current agreements.

 Ê Conducting and collaborating on activities to collect, 
analyze, and disseminate information about foreign 
individuals and networks of military interest and their 
capabilities.

 Ê Collaborating with foreign and U.S interagency partners 
to monitor foreign persons of military interest.

 Ê Driving collections, evaluating, and analyzing identity 
and biometric-match information.

 Ê Confirming the identity of non-attributed foreign indi-
viduals and forces of military interest, monitored and 
disseminated via I2 analytical applications, such as 
the Biometric Identity Intelligence Resource/Identity 
Intelligence Analytic Resource and the Department of 
Defense (DoD) Biometrically Enabled Watchlist, to es-
tablish the foundational layer of military threat persons 
of interest, the COP of the OE human layer.

 Ê Using weapons technical intelligence to collect, exploit, 
analyze, and disseminate information on foreign per-
sons of military interest and their capabilities and attri-
bute them to threat-based devices.

 Ê Tracking adversaries’ and other actors’ surreptitious ac-
tivities, in particular malign influence efforts.
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Multi-Domain Operations
LTG Eric J. Wesley, U.S. Army Futures Command Deputy 

Commanding General and Director, Futures and Concepts 
Center, describes MDO as “how the Army envisions a joint 
warfighting concept that will bring to bear all of the fire-
power, both kinetic and non-kinetic, to help the U.S. mil-
itary regain superiority in what is increasingly becoming 
a contested, access-denied world of near-peer competi-
tors such as China and Russia.”1 U.S. Army Training and 
Doctrine Command (TRADOC) describes MDO as “de-
signed to achieve U.S. strategic objectives articulated in the 
National Defense Strategy, specifically deterring and defeat-
ing China and Russia in competition and conflict.”2 MDO 
optimizes effects from across multiple domains identified 
in joint Service doctrine—land, sea, air, space, and cyber-
space—as well as the electromagnetic spectrum and the in-
formation environment. A shared trait among the domains, 
electromagnetic spectrum, and information environment is 
people—the human element. Humans make decisions and 
make mistakes. Humans design, deploy, and operate weap-
ons and war plans. According to MDO, “at some point, all 
the abstract elements (cognitive, virtual, informational, and 
human) demonstrate their effects physically at a place or in 
an area through a system or people,”3 and those systems 
are designed, proliferated, deployed, and operated by peo-
ple. Identity intelligence—

 Ê Provides the “so what” that distinguishes individuals 
from each other (identity resolution).

 Ê Discovers new threats (identity discovery) and links 
them to other people, places, and things (identity/de-
vice attribution).

 Ê Characterizes an individual or network for kinetic and 
non-kinetic outcomes, supporting the National Defense 
Strategy and Army’s strategic roles.

JP 5-0, Joint Planning, states that the OE is the composite 
of the conditions, circumstances, and influences that affect 
the employment of capabilities and bear on the decisions of 
the commander, encompassing physical areas and factors of 
all domains. Included within these areas are the adversary, 
friendly, and neutral actors relevant to a specific joint op-
eration. The OE includes the human element because a hu-
man aspect is present in each domain. Understanding the 
OE, including the human aspect of the domains, helps the 
commander to better identify the problem; anticipate out-
comes; understand the results of various adversary, friendly, 
and neutral actions; and understand how these actions af-
fect the military end state.4

Although MDO is a new and evolving operational war-
fighting concept, in 2012 the 38th Chief of Staff of the Army 
retired GEN Raymond Odierno stated, “The world has al-
ways been defined by uncertainty and change, but in reality 
the fundamental nature of war remains the same—a strug-
gle to influence key terrain, populations and governance. 
Preventing conflict is better than reacting to it, and to pre-
vent it you must understand its causes, but understanding 
is best gained through presence, presence on the ground. 
Understanding the human dimension and human domain…
We must never forget that conflict in any form at its core is 
a human endeavor.”5 Army I2 properly characterizes the hu-
man element, sometimes non-doctrinally characterized as 
the human domain.

TRADOC Pamphlet 525-3-1, The U.S. Army in Multi-Domain 
Operations 2028, states that to be successful in the com-
plex, lethal, and chaotic MDO environment, the Army must 
build trusted teams of professionals that thrive in ambiguity 
and chaos. These teams are empowered through a doctrine 
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of mission command to rapidly react to threats and oppor-
tunities based on a commander’s intent.6 I2 can identify—

 Ê Foreign individuals critical to adversarial success in 
MDO.

 Ê Personalities who author, define, and field military 
plans and doctrine.

 Ê Commander’s intent.
 Ê Personalities who successfully thrive in ambiguity and 

chaos.

Identity Intelligence Addresses the Multi-Domain 
Problems

According to TRADOC, we must solve five multi-domain 
problems to meet the strategic objectives of MDO. I2 can 
contribute to resolving each of these problems.

The first problem is competing to defeat aggression short 
of armed conflict and to deter conflict. Great power com-
petitors and rogue states continue to use gray-zone tactics 
(political, economic, and hybrid warfare) short of armed 
conflict. These tactics include exploiting economic and dip-
lomatic levers, conducting information confrontation, and 
using proxies and associates to undermine and fracture U.S. 
partnerships and U.S. access globally. Rather than reacting 
late, we must recognize that the early identification and 
monitoring of malign actors and the identification of other 
individuals driving these initiatives are critical to the success 
of MDO and will contribute to defeating aggression and de-
terring conflict.

The second and third problems are penetrating and later 
dis-integrating enemy antiaccess and area denial (A2AD) 
systems to enable tactical, operational, and strategic ma-
neuver. Crucial to success against these problems in the 
armed conflict phase of MDO is the application of I2 be-
fore conflict (during the competition phase). This involves 
building partner-nation capacity and enriching foundational 
intelligence by establishing a foundational layer of military 
threat persons of interest and the COP of the OE human 
layer.

The fourth problem is exploiting freedom of maneuver to 
defeat the enemy and achieve U.S. strategic objectives. I2 
identifies foreign individuals critical to adversarial success in 
MDO, including personalities who define and establish ad-
versarial plans and doctrine, effectively execute command-
er’s intent, and thrive in ambiguity and chaos.

The fifth problem is re-competing to consolidate gains and 
expand the competitive space to enable policy makers to 
resolve the conflict. For almost 18 years, the Army has ef-
fectively applied its I2 capability to stability operations in 
alignment with the re-compete phase.

Phases of Multi-Domain Operations 
MDO has three phases: competition, armed conflict, and 

return to competition. To be successful, we must defeat ad-
versaries and achieve strategic objectives in all three.

Competition. The application of I2 before conflict (during 
the competition phase) is key to identifying the individuals 
and networks of interest who are critical to adversarial suc-
cess in MDO, including understanding their development, 
proliferation, and deployment of weapons, plans, and strat-
egy. In the competition phase of MDO, the joint force ex-
pands the competitive space through active engagement 
to counter malign influence, unconventional warfare, and 
information warfare directed against partners. These ac-
tions simultaneously deter escalation, defeat attempts by 
adversaries to “win without fighting,” and set conditions 
for a rapid transition to armed conflict. LTG Wesley said, “If 
there’s a word that you want to remember in terms of iden-
tifying the challenges we face within the pacing threats, it 
is the word ‘standoff.’...We talk about this in two periods. 
The competition period and the conflict period, and what 
we find is our peers are fully engaged in the first layer of 
standoff by investing in efforts of democratic elections. Not 
only U.S. elections but Brexit, Catalonia and others, and that 
becomes the first layer of standoff.”7 “Deterrence should be 
the first available option but ‘is challenged’ because the 
threat of massive retaliation loses its values if adversaries 
are achieving their operational and strategic objectives left 
of conflict.”8

Early engagement is a key aspect not only of MDO success 
but also of the success of I2 in MDO, both for the United 
States and its adversaries. According to TRADOC Pamphlet 
525-3-1, since war is fundamentally and primarily a human 
endeavor, the United States must work with partners to ad-
dress the cognitive aspects of political, human, social, and 
cultural interactions to achieve operational and national 

Multi-Domain Problems



27January–March 2020

objectives. Establishing capabilities early in an engagement 
(i.e., “left of conflict”) is crucial to I2 success in MDO, includ-
ing integrating I2 into concept plans and operation plans. 
This includes leveraging foreign-partner relationships “left 
of conflict” for forensic, intelligence, and biometric partner-
ships. These foreign-partner relationships are practiced in 
joint-combined exercises and executed in cooperative op-
erations, to build partner-nation capacity and enrich foun-
dational intelligence. Also important is establishing the 
foundational layer of military threat persons of interest and 
developing the COP of the OE human layer (foreign persons 
of military interest in the “human domain” of the OE) exe-
cuted by I2 operations and disseminated through Biometric 
Identity Intelligence Resource/Identity Intelligence Analytic 
Resource and the DoD Biometrically Enabled Watchlist. 
Army I2 plays a key role in identifying great power competi-
tor malign influence actors and activities. The ability to iden-
tify individuals, groups, and populations either vulnerable 
to malign influence or receptive to building partner-nation 
capacity can defuse the effects of great power competitor 
malign influence and information warfare.

Armed Conflict. In the conflict phase of MDO, the joint 
force defeats aggression by optimizing effects from across 
multiple domains at decisive spaces to penetrate the en-
emy’s strategic and operational A2AD systems, dis-integrate 
the components of the enemy’s military system, and exploit 
freedom of maneuver necessary to achieve strategic and 
operational objectives that create conditions favorable to a 
political outcome.

Once again, establishing I2 capabilities “left of conflict” 
is crucial to I2 success in MDO. We can do this by build-
ing partner-nation capacity and enriching foundational 
intelligence by establishing the foundational layer of mili-
tary threat persons of interest, the COP of the OE human 
layer. “Left of conflict” identity discovery of foreign intelli-
gence and special operations personnel who may operate 
in friendly or allied spaces during conflict is included in that 
layer. A body of evidence states our adversaries are effec-
tively using engagements to shape the field and are estab-
lishing their I2 foundational layer “left of conflict.” If we wait 
until armed conflict to establish the I2 foundational layer, it 
will be too late.

Army FM 3-0, Operations, describes armed conflict with 
great power competitors as intense, brutal, complex, and 
chaotic. This conflict will include noncombatants and will 
likely be in and around large cities, with adversarial use of 
terror, criminal activity, and information warfare.9 Warfare 
results in the movement of civilians and stresses the re-
sources of nations. Current counterterrorism and coun-

terinsurgency (non-great power competitor) conflicts, 
according to the United Nations, have resulted in the high-
est number of people fleeing conflict since World War II. 
Refugee sites are exploited to harbor terrorists and to radi-
calize and recruit new members. I2 can support the rule of 
law and security to identify friend or foe, to verify individu-
als authorized to enter refugee and internally displaced per-
sons sites, and to identify and exclude threat personalities 
(criminal and radical) attempting to exploit those sites. In 
a similar manner, we can use I2 to support noncombatant 
evacuation operations. We have used I2 effectively at coali-
tion counterterrorism and counterinsurgency detention fa-
cilities, and similarly we should use I2 for enemy prisoners 
of war to establish a baseline identity, confirm identity, and 
identify deceptive individuals.

The United States will be required to penetrate and dis-
integrate enemy A2AD systems to enable tactical, opera-
tional, and strategic maneuver in armed conflict. Again, 
we can address this through the application of I2, “left of 
conflict.” I2 has the ability to provide insight on adversar-
ial force modernization that threatens Army and DoD mod-
ernization priorities, supports the protection of U.S. critical 
technology, deters the theft of technologies, and potentially 
slows or prevents the integration of DoD technology into 
adversarial systems.

Return to Competition. In this phase, the joint force con-
solidates gains and deters further conflict to allow the re-
generation of forces and the re-establishment of a regional 
security order aligned with U.S. strategic objectives. While 
the Army’s I2 capability has evolved beyond counterterror-
ism and counterinsurgency applications, we have applied it 
liberally and effectively to stability operations in alignment 
with the re-compete phase. The ability to identify individu-
als, groups, and populations vulnerable to malign influence 
or receptive to building partner-nation capacity will enable 
commanders and policy makers to capitalize on gains, stabi-
lize and resolve conflicts, and return to competition.

Conclusion
The Army’s I2 capability has evolved beyond the coun-

terterrorism and counterinsurgency OE to an “all-threats” 
enduring requirement relevant to MDO. I2 has been char-
acterized as intelligence, surveillance, and reconnaissance 
for the “human domain.” I2 also contributes to intelligence 
preparation of the battlefield in relation to the “human 
domain.” As the Army further develops MDO, intelligence 
leaders should reflect on how I2 can be a force multiplier 
across multi-domain operations. LTG Wesley addressed 
the importance of getting “left of conflict” and the ability 
of actions in the competition phase to positively affect the 
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armed conflict phase or deter conflict. Intelligence leaders 
should explore how to incorporate I2 into the development 
and experimentation of MDO. Human aspects are present 
in each domain. Humans make decisions and make mis-
takes. Humans design, deploy, and operate weapons and 
war plans. Intelligence leaders should explore how I2 can 
present multiple dilemmas to the adversary in the compe-
tition phase. They should also explore how to incorporate 
I2 into the multi-domain task forces and how to use the 
Intelligence, Information, Cyber, Electronic Warfare, and 
Space detachments to support I2 operations.
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