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Introduction
The purpose of policy is to direct and assign tasks, prescribe 
desired capabilities, and provide guidance for ensuring 
the armed forces are prepared to execute operations. The 
Merriam-Webster Dictionary defines policy as “prudence of 
wisdom in the management of affairs.”1

We often hear, “We need to change our policy,” but is this 
always a valid statement? Probably not, particularly if one 
considers the times we use it interchangeably with rules of 
engagement, authorities, roles and functions, or even doc-
trine. However, when considering multi-domain operations 
and large-scale combat operations, this statement is invalu-
able. It should trigger the critical thought necessary to ap-
ply “prudence of wisdom” to our intelligence policies now, 
so that we will be able to fight and win in the future and not 
be frustrated with “policies” that are not fit for purpose and 
are late to need.

Intelligence 
Policies

The problem with 
intelligence policy 
in support of multi-
domain operations 
and large-scale com-

bat operations should 
not start with a wholesale re-

view of those “on-the-shelf” poli-
cies or the binary question of “do we 

have one or not?” It is more appropri-
ate to consider the problem opera-
tionally. As an intelligence formation, 
we should think about our policies in 

terms of time, space, unity of purpose, 
and threat focus.

Our pacing threats operate relent-
lessly across a broad geographic 
area and in multiple domains. The 
Russian center of gravity in our 

“competition” phase is the integra-
tion of information warfare, the integra-

tion of unconventional warfare, and the 
application of conventional forces. During 
the “conflict” phase, the Russians’ center 
of gravity is their long- and mid-range fires. 
Thinking through the defeat of the Russian 
center of gravity by phase should trigger 
immediate thoughts as to policy adequacy 
for intelligence practioners.
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Army SGT Samuel Benton observes and mentors soldiers during the Bull Run V training exercise with Battle 
Group Poland in Olecko, Poland, May 22, 2018. Battle Group Poland includes United States, United Kingdom, 
Croatian, and Romanian soldiers who support NATO’s enhanced forward presence.
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The layered standoff problems of multi-domain opera-
tions center on the joint force’s ability to compete so as to 
defeat an adversary’s operations to destabilize; deter the 
escalation of violence; and if there is an escalation, enable 
a rapid transition to armed conflict. During this rapid transi-
tion, the joint force must be able to—

 Ê penetrate antiaccess and area denial technology, 
 Ê dis-integrate antiaccess and area denial to enable 

friendly maneuver,
 Ê exploit the resulting freedom of maneuver, and
 Ê recompete to consolidate gains.

This problem set has a host of specified and implied intel-
ligence tasks—notably, the task to ensure our intelligence 
policies enable our units to compete and then transition 
rapidly to conflict. Failure to have adequate policies in place 
increases the risk of being late to need. Undoubtedly, some 
may say, “If the fighting starts, we will be able to make the 
changes necessary.” This is clearly an assumption, but is this 
assumption valid? Given that our pacing threats are oper-
ating on interior lines, it is challenging for us to maintain 
the initiative on decision making when initiating conflict; to 
determine an acceptable end state or frozen conflict; and 
to enable commanders to make decisions using ambiguous 
rather than unambiguous warning information. Therefore, 
this assumption may not be valid at all.

As a formation, we should ask ourselves, what intelligence 
policies should we keep, get rid of, or modify? This question 
requires closer examination. Do these policies enable U.S. 
forces to keep pace in the transition between competition 
and conflict? Are they adequate at echelon? For those at 
home station and training or in exercises, rather than geo-
graphically engaged in the competition phase, are the poli-
cies adequate to allow their rapid transition into conflict?

These questions apply at echelon and across all intelli-
gence disciplines. When asked, some common areas imme-
diately come to mind regardless of the audience. A quick 
discussion of each helps to energize the thought process. 
These areas are—

 Ê foreign disclosure,
 Ê counterintelligence (CI) and human intelligence 

(HUMINT) operations, and 
 Ê signals intelligence (SIGINT) Soldiers and contract 

linguists operating in SIGINT facilities.

Foreign Disclosure
A recurring thread in our national strategy documents is 

the recognition that competition with near-peer threats will 
require us to work more closely with our allies and partners. 
We need to be able to share intelligence and operational in-
formation with a wide array of countries—a challenge many 
units already face today in myriad worldwide operations, 
engagements, and exercises. Foreign disclosure refers to 
what information a partner nation or international organi-
zation can know, in accordance with the National Disclosure 
Policy (NDP-1). NDP-1 establishes disclosure authorities by 
country, classification level, and category or type of infor-
mation. Instances will always exist in which not all the same 
information may be disclosed to all partner nations; “writ-
ing for release” becomes paramount and must be consid-
ered as a primary planning requirement. Foreign disclosure 

Ambiguous/unambiguous warning: Decision makers and 
their staffs are likely to ignore warning signs that remain highly 
ambiguous as to what might be at stake. Warnings that are 
sufficiently ambiguous to allow for plausible alternative 
interpretations that minimize the alleged danger are much less 
likely than unambiguous warnings to be put on the decision 
makers’ agenda.2

Consolidated Intelligence Guidance: This guidance 
describes joint program planning between the National 
Intelligence Program and the Military Intelligence Program.3

Frozen conflict: In international relations, a frozen conflict is a 
situation in which active armed conflict has been brought to an 
end, but no peace treaty or other political framework resolves 
the conflict to the satisfaction of the combatants. Therefore, 
legally the conflict can start again at any moment, creating an 
environment of insecurity and instability.4

Interior lines: Use of interior lines is a strategy of warfare 
based on the fact that lines of movement and communication 
within an enclosed area are shorter than those on the outside. 
As the area held by a defensive force shrinks, the advantages 
increase. Using the strategy of interior lines, a partially 
surrounded or more centrally disposed force can more easily 
resupply and redeploy its units, and thus more easily mount a 
series of quick attacks at multiple locations.5

Late to need: This is an action or a process that is slow, 
cumbersome, or unsuitable. For example, policies that are late 
to need may result in Soldiers arriving too late or units requiring 
too much time to close the equipping, manning, and training 
gaps.6 
National Disclosure Policy-1: The full title of the National 
Disclosure Policy-1 is National Policy and Procedures for the 
Disclosure of Classified Military Information to Foreign 
Governments and International Organizations. The National 
Disclosure Policy Committee is the central authority for the 
formulation, promulgation, administration, and monitoring of 
NDP-1.7

Pacing threat: Russia is the United States’ current pacing 
threat, and China is projected to overtake Russia as the 
primary threat as early as 2035.8

Description of Terms
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officers are responsible for advising units on the implemen-
tation of NDP-1 and must be involved early in the planning 
stage.

Several units have already included foreign disclosure 
guidelines in orders. The next update to FM 6-0, Commander 
and Staff Organization and Operations, should formalize 
this process, with an appendix dedicated to foreign disclo-
sure and a template for a foreign disclosure annex to plans 
and orders. The intent 
of the disclosure an-
nex is to change our 
mind-set and incorpo-
rate foreign disclosure 
throughout the plan-
ning process instead 
of after the fact. Many 
of us have experience 
with operation orders 
written at the level of Not Releasable to Foreign Nationals 
(NOFORN), limiting our ability to share key operational in-
formation with allies. We need to work with personnel 
across the staff to ensure foreign disclosure does not have 
the appearance of being “just” an intelligence or security 
function, but rather a combat multiplier.

Outside the rule set of NDP-1, an additional challenge we 
often face in multinational operations is the need to share 
national intelligence information. This often requires de-
tailed and sometimes lengthy coordination with the na-
tional agencies who own the information. To this end, 
we have proposed additional verbiage for the Director of 
National Intelligence’s Consolidated Intelligence Guidance 
to help emphasize the 
need and ways to share 
with our multinational 
partners.

NDP-1 is rules-based 
but includes the ability 
to request exceptions. 
The proper applica-
tion of the provisions 
of NDP-1 facilitates the 
timely disclosure of classified military information to allied 
and partner nations. The question to consider is whether 
foreign disclosure policies are in place, understood, and 
trained at all echelons to keep pace in the transition be-
tween competition and conflict. On the surface, NDP-1 is 
enabling and has driven change to doctrine as well as in-
puts to the latest version of the Consolidated Intelligence 
Guidance, but is this enough?

Counterintelligence and Human Intelligence 
Operations

The challenges of working in a partnered environment 
carry over to discussions of CI and HUMINT in future large-
scale combat operations against a near-peer threat. While 
the mantra of “write to release” needs to continue to be 
part of our training for collectors, we also need to review 
the policies driving the classification of our tradecraft to bet-

ter facilitate partnering 
during the collection 
process, whether in CI 
or HUMINT operations, 
including intelligence 
interrogations.

Perhaps the biggest 
constraint we need 
to relook for CI and 
HUMINT are the au-

thorities that allow units and personnel to conduct CI or 
HUMINT operations. Some CI and HUMINT forces require 
the authority to conduct operations outside a theater of 
conflict. Successful source development requires identify-
ing potential sources in advance of need and may involve 
operations in an area that has not yet transitioned into con-
flict. Army G-2 is looking at ways to expand CI and HUMINT 
collection authorities. It is encouraging increased coordina-
tion between U.S. Army Forces Command, Army Reserve, 
and Army National Guard Forces with organizations pos-
sessing operational authorities, such as Army Service com-
ponent commands and U.S. Army Intelligence and Security 
Command, to maximize the use of our limited forces. This 

proposed increase in 
utilization, combined 
with a more sophisti-
cated adversary, also 
highlights the need 
for more forces to re-
ceive intermediate 
and advanced train-
ing and certification, 
to include operating 

in the cyberspace environment. This also requires bet-
ter training of our leaders so that they understand the 
processes and discipline-specific authorities associated 
with expanded use of our CI and HUMINT personnel. 
While this process will take an initial investment of time and 
resources, it will allow us to better posture our forces to 
collect intelligence effectively and to protect our formations 
throughout the competition and conflict phases.

‘Writing for release’ becomes 
paramount and must be con-
sidered as a primary planning 
requirement.

Are we being rigorous enough to 
ensure our CI and HUMINT 
policies are adequate to achieve 
the end state we desire?
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A number of questions persist and operational formations 
can best inform the necessary adjustment to policy. This 
may be about operating in the competition phase alongside 
multinational partners or regarding units conducting home 
station training rather than being geographically engaged in 
the competition phase. Simply put, are we being rigorous 
enough to ensure our CI and HUMINT policies are adequate 
to achieve the end state we desire?

SIGINT Soldiers and Contract Linguists Operating 
in SIGINT facilities

An everyday issue that confronts the SIGINT community 
centers on the reciprocity security screening process that 
causes a significant number of Soldiers and contract lin-
guists to wait for access to the National Security Agency’s 
(NSA) systems and facilities. Many of the Soldiers and con-
tract linguists under security/background investigation by 
NSA’s Military Affairs Division (MAD) are the best linguists 
available but are unable to support the mission until NSA 
completes their investigation. Most of the Soldiers will un-
dergo their MAD assessment within a few weeks and be 
able to enter NSA facilities and access the NSA systems. 
However, Soldiers with significant foreign national affilia-
tions receive a more extensive MAD assessment, which can 
take months longer to complete. Requiring Soldiers to await 
facility or systems access significantly degrades our ability 
to support the mission and/or train on the systems needed 
to support large-scale combat operations and multi-domain 
operations during the competition phase.

This policy challenge confronts us daily in the competition 
phase. The Office of the Chief of Military Intelligence is ad-
dressing this issue of MAD reciprocity process by changing 
DA PAM 611-21, Military Occupational Classification and 
Structure, to modify the qualifications to hold a SIGINT mili-
tary occupational specialty. This policy change will reduce 
the number of Soldiers waiting long periods for access to fa-
cilities and systems and reduce the MAD backlog of Soldiers 
awaiting MAD assessments.

MAD processing has a more significant impact on the con-
tract linguist population. Almost all the contract linguists 
have foreign national affiliation issues, and the MAD often 
requires them to undergo an extensive CI assessment that 
can take more than a year. This lengthy MAD assessment 
process can affect the ability to use contract linguists to 
support surge operations as well as the number of contract 
linguists available to support operations during the compe-
tition phase. This issue negates the use of contract linguists 
to provide a surge capability until we can either recruit or 
train more Soldiers to fill gaps in our formations and exac-

erbates our challenge of rapidly transitioning from compe-
tition to conflict. Army G-2 is working with the MAD and 
the NSA CI assessment team to identify efficiencies to ac-
celerate the MAD process for contract linguists and reduce 
the length of time these linguists spend awaiting a favorable 
MAD assessment.

In the SIGINT realm, the focus has been on adapting to 
the policies in place rather than changing the policies them-
selves. This may be adequate, but is it sufficiently adequate 
to keep pace in the transition between competition and 
conflict? It is too early to tell if the policy changes we are mak-
ing will reduce the number of Soldiers and contract linguists 
who are awaiting facility or systems access. Even if the policy 
changes we are making are effective, we need to consider the 
impact of not using our best (military and contract) linguists 
to support operations during the competition and the conflict 
phases. This is a policy issue we need to address now in order 
to have sufficient linguist capacity available for training and to 
support critical missions during the competition phase.

Conclusion
The emerging multi-domain operational environment re-

flects adversaries that are expanding their efforts to reduce 
friendly force decision-making time, operating across do-
mains and at echelon, and engaging geographically where 
our allies and partners live. The lines are becoming blurrier 
between “below armed conflict” and conflict. The complex-
ity and criticality of the competition phase is arguably on par 
with the conflict phase. Whether one is looking for changes 
to authorities, rules of engagement, roles and functions, 
or even doctrine, policy considerations are either founda-
tional or a critical driver. A rigorous interrogation of our cur-
rent policy stance across all intelligence disciplines and the 
prudence of wisdom in making and applying changes are as 
important as the material solutions with which we desire 
to fight and win. Intelligence policy considerations in multi- 
domain operations and large-scale combat operations should 
not be a top-down effort. The real impetus for change will 
come from intelligence Soldiers and their leaders—those who 
need us to adjust our stance so that they can compete and op-
erate in conflict, denying our adversaries any advantage.
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