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Technology Profection:
Securing Modernization Efforts

by the Directorate of Intelligence and Security, U.S. Army Futures Command

Introduction

The U.S. Army established Army Futures Command (AFC)
to realign elements of the modernization efforts and bring
unity of effort to the development process of the future
force. The Army is modernizing how we fight, what we
fight with, and who we are as an Army. Ensuring the Army
is able to “fight tonight” while also actively seeking next-
generation solutions to stay ahead of potential adversaries
is fundamental to the modernization strategy. Equally fun-
damental, is safeguarding those solutions throughout the
development and fielding processes. The AFC initiatives to
safeguard technology innovations highlighted in this arti-
cle are threat awareness, the protection of critical technol-
ogy in order to deliver uncompromised technology to the
force, and the development of more stringent disclosure
programs.

Threat Awareness

Education on threats to innovation and intellectual prop-
erty is the first step to protecting the technologies used in
our future systems. The education program is a continual
requirement that should focus on the current methodolo-
gies of near-peer adversaries to acquire U.S. intellectual
property and the status of their game-changing technolo-
gies. The overall theft of U.S. intellectual property and tech-
nology has occurred on a scale that affects our national
security. The financial loss from the theft of U.S. trade se-
crets is estimated to be as much as $540 billion annually,
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resulting in years of wasted research and development and
lost jobs.! It also places the United States at risk for losing
our leadership in advanced technologies. The AFC/Army’s
challenge is to introduce applicable security practices at the
moment of ideation for a new technology that could poten-
tially overmatch an adversary. Timing is important because
ideation occurs early in a project, during the generation and
development of a new idea.

Chinais a prime example of a current adversarial challenge
the Army faces. Over the past several decades, China and
our other adversaries developed new and improved meth-
ods for acquiring United States technology. These new ap-
proaches are significant, as Director of the Federal Bureau
of Investigation Christopher Wray stated in 2018: “I think
China, from a counterintelligence perspective, in many ways
represents the broadest, most challenging, most signifi-
cant threat we face as a country. And | say that because for
them it is a whole of state effort. It is economic espionage
as well as traditional espionage; it is nontraditional collec-
tors as well as traditional intelligence operatives; it’s human
sources as well as cyber means.”?

Director Wray also sheds light on new methods of theft
of intellectual property, from American academia and busi-
nesses to the traditional espionage of government secrets
and legal but targeted business acquisitions. However, near-
peer adversaries have increased their efforts to collect our
ideas, thoughts, and research; their sources are American
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university campuses, corporate boardrooms, government-
sponsored research sites, and military offices. Through the
Chinese Communist Party, China is able to fund these ven-
tures, lending them money via their industrial policy, which
gives Chinese companies an economic advantage and en-
ables them to grow significantly. In 2010, for the first time, a
Chinese organization was among the world’s top 10 largest
public companies on the Forbes Global 2000 list. In 2020, 5
of the 10 largest companies on that list were Chinese. Of the
remaining five, four were U.S. companies.?

China’s strategic goal is to obtain comprehensive na-
tional power through economic development by dominat-
ing its domestic markets and then by becoming a global
leader, particularly in advanced technological disciplines. To
achieve its strategic goals, China relies on a top-down, state-
directed approach. As many as 100 different plans guide
China’s foreign acquisition in science and technology, mak-
ing the effort broad in scale and influence. Among the most
prominent are the Five-Year Plans and the Made in China
Plan, also known as MIC 2025.

What is Made in China 2025?

The Chinese government has launched “Made in China
2025,” a state-led industrial policy that seeks to make China
dominant in global high-tech manufacturing. The program
aims to use government subsidies, mobilize state-owned en-
terprises, and pursue intellectual property acquisition to catch
up with—and then surpass—Western technological prowess
in advanced industries. [It] is the government’s ten-year plan
to update China’s manufacturing base by rapidly developing
ten high-tech industries. Chief among these are electric cars
and other new energy vehicles, next-generation information
technology (IT) and telecommunications, and advanced robot-
ics and artificial intelligence.*

To enact those plans, China uses multiple techniques, in-
cluding legal business means, science and technology in-
vestments, mergers and acquisitions of United States
companies, and legal means in academia. The People’s
Republic of China recruits individuals in those environments
to acquire United States technology. While these individuals
may not be trained intelligence officers, they are working
for an intelligence officer and are considered co-opted by a
Chinese intelligence service. When China recruits individu-
als who are in the private sector and academia to acquire
United States technology, we refer to them as “nontradi-
tional collectors” because they are not employees of the
Chinese government and are not employed as intelligence
officers.

Assistant Attorney General John C. Demers clearly cap-
tured China’s efforts in a testimony before the Senate
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Judiciary Committee in 2018, stating, “In all of these cases,
China’s strategy is the same: rob, replicate, and replace. Rob
the American company of its intellectual property, replicate
the technology, and replace the American company in the
Chinese market and, one day, the global market.”® In order
to stop the assault on the American economy and our sta-
tus in the world, intelligence and security must work hand
in hand with other government agencies to reach out to ac-
ademia and businesses to educate them on the threat to
their intellectual property and, by extension, national secu-
rity, and we must do it early.

Protection of Critical Technology

Under the 2019 National Defense Authorization Act,
Congress required the Secretary of Defense to establish
cross-functional teams to tackle specific high-priority initia-
tives and complex problems that crosscut the Department
of Defense (DoD) enterprise. In 2018, the Secretary of
Defense chartered one such group, aptly named the
Protecting Critical Technology Task Force (PCTTF). Its goal is
to secure the defense industrial base and the research and
development enterprise by preventing loss of classified
and controlled unclassified information, as well as inhibit
the data exfiltration of trade secrets by foreign adversaries.
The PCTTF immediately began working on new standards
to integrate security and intelligence into the requirements
development and acquisition process, as well as developing
strategies to counter foreign threats to secure national se-
curity and America’s military superiority.

At the same time the DoD created the PCTTF, the Secretary
of the Army established AFC to address several challenges
to modernization, including a dispersion of effort and in-
ability to modernize at speed or scale. This lack of unity of
command and accountability, combined with the loss of in-
formation and intellectual property that Congress had iden-
tified, have begun to erode the lethality and survivability
of Army forces. Thus, AFC’s mission was not only to focus
on modernization strategies but also to deliver the invest-
ments uncompromised.

AFC immediately began assessing technology protection
gaps in the Army acquisition, security, and intelligence en-
terprises. Drawing from best practices of sister organizations
and the expertise of PCTTF members, a multi-disciplined
team created a plan to improve the protection of early tech-
nology development. This new strategy focuses on weaving
security, intelligence, and counterintelligence into the ac-
quisition process during the ideation process. AFC’s science
and technology investments now focus on key moderniza-
tion efforts approved through a single command structure
instead of disparate offices that lacked a cohesive vision.
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This process allows our researchers and technologists
to understand the existing and future battlefield gaps iden-
tified by intelligence and threat analysts, not just the col-
laborative research world, which can lack connection to the
Army mission. Further integrating intelligence into science
and technology planning allows the assessment and mitiga-
tion of threats before the initiation of new programs and it-
eratively throughout a project. Security experts are involved
in the early research planning to validate appropriate ac-
quisition strategies and funding mechanisms, develop pro-
tection measures, and ensure the appropriate application
of multi-disciplined security constraints throughout each
phase of work. Each of these efforts is designed to ensure fu-
ture fielded systems can truly be delivered uncompromised.

Development of More Stringent Disclosure
Programs

Weaving security, intelligence, and counterintelligence
into the acquisition process during the ideation phase in-
cludes the introduction of security policies and tools such as
disclosure guidance. AFC’s disclosure program initiative cre-
ated an analytic template for new and current technology
development efforts. The template is a four-step process,
described in detail below:

4 Analysis and data identification.

4 Audience category identification.

4 Risk analysis and disclosure development.

4 Dissemination.

Analysis and Data Identification. This step begins with the
completion of a science and technology protection plan,
which requires identification and a vulnerability assessment
of critical enabling technologies, followed by a selection of
countermeasures to mitigate the identified risks. Following

this is the use or creation of a program protection plan. The
creation of this plan requires the identification of critical

program information, controlled technical information, crit-
ical supply chain elements, and any horizontal protection
considerations. When complete, the analysis and data iden-
tification process will have identified and documented key
elements of technology that may be deemed—

Revolutionary.

Critical to system performance.
Perishable (easily countered).
Enabling to other systems.
Sensitive to supply disruptions.

Sharable with industry or foreign partners.
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Enabling for another DoD system.

Audience Category Identification. Audience category iden-
tification is a deliberate process to differentiate between
categories based on requirements and the type of sharing
required. Coordination with subject matter experts (SMEs)
is essential to the successful execution of audience catego-
rization. The following dissemination categories should be
considered at the inception of every development effort:

4 Public dissemination: Unlimited dissemination—
known to be a source for adversary and partners alike.

4 Controlled dissemination: Dissemination under con-
trolled unclassified information specific to technology
developments and used to protect information within
audiences that have a need-to-know.

4 Limited dissemination: Dissemination limited to spe-
cific audiences such as partner nations, briefings/sym-
posiums, contractors, and academia.

Identifying the audience of a technology development
effort from inception and maintaining that information
throughout the life cycle of a technology development fos-
ters effective communication while protecting information
key to the sustainment of a U.S. technological advantage.
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Analysis and Data Identification —
Identify critical key elements and en-
abling technology. Conduct a vulner-

ability assessment followed by selec-
tion of countermeasures to
mitigate risk.
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Audience Category Identification —
Determine a technology’s category of
dissemination based on the require-
ments and the type of sharing
required.

/
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Risk Analysis and Disclosure
Development -

Have subject matter experts review
technology documentation to identify
potential risks to the technology shar-

ing and disclosure.
J

N

Dissemination -
Disseminate information to the identi-
fied audience.

A stringent disclosure program is a fundamental safeguarding solution to the U.S. Army Future Command’s modernization strategy.
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Risk Analysis and Disclosure Development. Risk analysis
occurs once a technology is mature and after identifica-
tion of data sharing requirements. The risk analysis includes
gathering the appropriate documentation on the technol-
ogy and having SMEs review the information to identify po-
tential risks to technology sharing and disclosure. The SMEs
include—

4 Technology owner representatives.

Program managers.

Technology SMEs.

Research and technology protection officers.
Foreign disclosure officers.

Operations security officers.

Information security officers.
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Legal staff.

The SMEs determine risk based upon the state of tech-
nology, type of application, audience required for continued
development and integration, plan for transfers to foreign
partners, and anticipated disclosure. With the appropriate
documentation in place, the SMEs conduct a comprehen-
sive analysis to determine the risk to adversary exploitation.
The following are some the documents that should be avail-
able for the analysis:

Science and technology protection plan.
Security classification guides (draft or approved).
Program protection plan.

Critical information lists.

4+

Critical programs and technologies list.
Horizontal protection list.

Dissemination. The final step is disseminating information
to the required audiences and using the classification guide

or other controls that were established based on the risk
analysis.

Conclusion

Securing the modernization efforts that will transform our
force to compete in the future operational environments is
not an easy task. Understanding how the threat to our mod-
ernization efforts has changed, understanding the ability of
potential adversaries to inform our science and technology
efforts, and protecting our intellectual property from incep-
tion to fielding and sustainment are all key factors for suc-
cess. AFC and its partners are leading the way to change the
existing paradigm and build a flexible process that adjusts to
the ever-changing threat environment. %
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capable force by 2028 and an MDO-ready force by 2035.

The Directorate of Intelligence and Security, U.S. Army Futures Command, orchestrates the evaluation and assessment of current, emerging,
and future threats and the development of the operational environment; synchronizes multi-disciplined technology protection activities; and
conducts intelligence and requirements integration for the Future Force Modernization Enterprise to build a multi-domain operations (MDO)-

On 12 December 1776; the Continental Congress authorized the
formation of the 2" Continental Light.Dragoon Regiment.lt'served
throughout'the Revolutionary War as General'Washington’s recon-
naissance and intelligence gathering organization: I;he 2% Dragoons

were so successful thatin recognition of the unit's importance;
today’s"Army intelligence insignia proudly displays'a dragoon’s
distinctive helmet,; and the year. 1776 /i1s'a directrreference to formation

of the dragoons:
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